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Cisco Routers are normally placed at the center of the network, normally if the router i
network down with if. A security scan was performed on your Cisco router or multip
will give you a complete picture of your router security pasture. This review was pe work for single
or mulfiple IP’s with their number of audits regarding single or multiple routers. This Rep
router. This report is designed fo provide a wide-ranging description of vulnerability found
You can also review the summarized overview of the vulnerabilities discovered. This rep
researched and checked information about vulnerability including the aspect, ways and are
and usually fakes up by attackers. It is recommended to take a thorough g@yiew of vulnerabilities ex
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Summary Information

Number of Vulnerabilities
Total Vulnerabilities on:  192. .68. = 81

(Total Vulnerabilities : = 81
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[ Audit Performed: CiscoAudit(Sep 27 2011 2:55PM) Selected Profile: SCA

Machine : 192.168.68.203

[ Risk Level : High

Vulnerability Name  Access Class is not configured on VTY.

Vulnerability Description : Solution :

On cicso routes use an access class for vty lines whenever

possible. Because vty connections permit remote access to
your router, they should be limited only to known network
nodes.

Vulnerability Name  Authentication Retry settings ar

Vulnerability Description : Solution :

This policy checks that the authentic
SSH negotiation phase are set. The poli
based on the values configured.

ostname (config)# (config)#ip ssh
thentication-retries <retries>

p By Step

hostname # config t

Enter configuration commands, one per line. End with
CNTL/Z.

hostname (config)#

hostname (config)# (config)#ip ssh
authentication-retries 2

hostname (config-line)# exit

overy Protocol (CDP) is enabled.

Solution :

t Cisco routers use to In order to mitigate this vulnerability one should turn off
ment. This is dangerousin ~ CDP entirely, using the commands shown below in
ctly connected segment  global configuration mode.

device and to determine  SecureRoutel # config t

the model humber a sco 10S software version being Enter configuration commands, one per line. End with
run. This information m e used to design attacks against  CNTL/Z.

the router. SecureRoutel (config) # no cdp run

SecureRoutel (config) # exit

SecureRoute1# show cdp

% CDP is not enabled

SecureRoute1#

identify each other on a LAN s
that it allows any system on a
to learn that the routeris a Cj
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Vulnerability Name  Default private SNMP community is configured.

Vulnerability Description : Solution :

A default or unprotected community name of "private" was It is recommends to dis the SNMP If it
discovered. An attacker can use this to gather information  business requirement i i nds shown
from the vulnerable device that is very useful in mounting a  below in global config

more sophisticated atftack. SecureRoutel # config

Enter configuration comman
CNITL/Z.

P stations
2 10.2.60.100 mask

s used, change the community string
# set snmp-server community read-write

n order to remove private community string
cureRoutel # no snmp-server community private RO

Vulnerability Name

Vulnerability Description : Solution :
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A default or unprotected community name of "public" was It is recommends to disable the SNMP If it is not a

discovered. An attacker can use this to gather information  business requirement by using this commands shown

from the vulnerable device that is very useful in mounting a  below in global configuration mode.

more sophisticated atftack. SecureRoutel # config t
Enter configuration com
CNTL/Z.
SecureRoutel # lIno
SecureRoutel # no sn
SNMP disabled.
SecureRoutel # (enable)

In order o verify the SNMP confi

SecureRoutel # show snmp

ds, one per line. End with

disable S Server

.100 mask

Vulnerability Name HTTP Serveris co

Vulnerability Description : Solution :

On this router http serve i i In order to disable HTTP Server

administration  While the Securerouter1# config t

rudimentary on most Cisco u’rer Enter configuration commands, one per line. End with
viable mechanism for moni CNTL/Z.

attacking a router. Itis reco Securerouterl(config) # no ip http server
Securerouterl(config) # exit

Vulner er Service is enabled
Vulner Solution :
This service oot from this router mostly In order to disable the IP BOOTP Server.

recomend nottouse  Securerouterl# configt
le it may open a security  Enter configuration commands, one per line. End with

ice us this command. CNTL/Z.
Securerouterll(config)# no ip bootp server
Securerouterll(config)# exit

service is not in used and IT Expe
this service, so disable it, It is po
hole. In order to disable thi

Vulnerability Name  Minimum Password Length is not configured.
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Vulnerability Description : Solution :

This route is not configure with Minimum Password Length In Order to set security pass
this should be set in order to enforce the company policy Securerouter1# config t
and protect against brute force aftack. It is recommended  Entfer configuration com
to set this value to 6 or according fo the company policy. CNTL/Z.
Securerouterl (confi i rds min-length
<6>
Securerouterl (config) # exi

Vulnerability Name  Network Time Protocol (NTP) is enabled.

Vulnerability Description : Solution :

By default, a Cisco router configured with one or more NTP

servers or peers will act as an NTP server. Unless your network
is responsible for providing time service to other networks,
Secure Bytes recommend that NTP should be disable on a
external interfaces. i i ne per line. End with

In ifi ili ould disable

Vulnerability Name  Privilege level is not set for user

Vulnerability Description :

The administrator will assign accounts with the least
rivilege rule. Each user will have access to only the
ivileges they require to perform their respective duties.
ess to the highest privilege levels should be restricted
few users.

S or There would be several username name password
password followed by username name privilege level.
The user will automatically be granted that privilege level
upon logging in. Below is an example of assigning a
privilege level to alocal user account and changing the
default privilege levels of the configure terminal
command.

Secureswitch# config t

Enter configuration commands, one per line. End with
CNTL/Z.

Secureswitch# username junior-engineerl privilege 7
PAsSSWOrd XXXXxx

Secureswitch# privilege exec level 7 configure terminal
Secureswitch# exit

Secureswitch# write memory

Ensure all user accounts are assigned the Iowes’r privilege
level that allows them to perform th
By noft restricting administrators and o
their proper privilege levels, access tore
may be adllowed before they are trained o
enough to use those functions. Network disru
outages could be caused by mistakes made b
inexperienced administ

Vulnerability Name ersion 1is configured on the device.

Vulnerability Description : Solution :
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The Routing Information Protocol (RIP) is a dynamic routing

protocol used in local and wide area networks. There are

two versions of the Routing Information Protocol available
on Cisco devices: RIP Version 1 and RIP Version 2. By default,
the software receives RIP Version 1 and Version 2 packets,

but sends only Version 1 packets. You can configure the
software to receive and send only Version 1 packets.

Alternatively, you can configure the software to receive and Securerouterl (config)

send only Version 2 packefs.

Cisco's implementation of RIP Version 2 supports
authentication, key management, route summarization,
classless inter domain routing (CIDR), and variable-length
subnet masks (VLSMs). Key management and VLSM are
described in the chapter "Configuring IP Routing
Protocol-Independent Features." That is the why it is
recommended that one should RIP Version 2.

Vulnerability Name  Secure Copy (SCP) is not enable

Vulnerability Description :

The Secure Copy (SCP) feature provides a secure an
authenticated method for copying router configurati
routerimage files. SCP relies on Secure Shell (SSH). Bec
SCP relies on SSH for its secure transport, the router must
have an RSA key pair, SSH must be configured and enab
on the router and Authentication and authorization must
configured correctly to enable SCP.

Vulnerability Name TCP Synwait Time i

In order to configure RIP Version 2 use the following
command in router configuration mode:
Securerouter1# config t
Enter configuration comm
CNTL/Z.

Securerouter] (config)
Securerouterl (confi

, one per line. End with

Securerouter1# write me

SecureRo onfig) # ip ssh authentication-retries 3
ecureRouteT(config) # ip scp server enable

Vulnerability Descriptions:

In order to help prevent 1
administrator can set the am
while attempting to establis
following command sets the

Solution :

In Order to enable TCP Synwait Time

The following command sets the wait time to 10 seconds.
Securerouter1# config t

Enter configuration commands, one per line. End with
CNTL/Z.

Securerouter1 (config) # ip tcp synwait-time 10
Securerouter] (config) # exit

vork Management Protocol (SNMP) is enabled.

Vulnerability Description :

Licensed To : Support Company Name : Secure Bytes
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Loopback interfaces are virtual interfaces that are always
up. This feature has many benefits, especially when you use
routing protocols that use active interfaces as part of their
configuration protocol, such as OSPF. You can also use the
loopback interface IP address as the source address for
traffic generated by the device. Thus, defining a single
loopback interface per device can enhance overall
network stability and security. You can also use ACLs to
further protect access to the device using the loopback
inferface’s address.

IOS (config)#snmp-server frap-source
Loopback<Loopback number>

Step By Step for IOS
hostname # config t

Enter configuration comma
CNTL/Z.

hostname (config)# sn
0

hostname (config)# e
hostname (config)#

one per line. End with

erver trap-source Loopback

CiscoAudit(Sep 27 2011 2:55PM)

[ Audit Performed:

SCA

Selected Profile:

Machine : 192.168.68.203

[ Risk Level : Informational

Vulnerability Name Cisco I0S Version.

Vulnerability Description :

The 10S image running on a router determines the feature
capabilities and initial configuration settings that need
locking down. The various |OS software images sup
different protocols and features and have different
configuration requirements.

Vulnerability Name Cisco show route.

formation, there is no quick fix in order to
version of |OS to upgrade to, visit Ciscos
are Planner at
isco.com/kobayashi/sw-center/. This
Connection Online (CCO) account.

Vulnerability Description :

This is only for information showing ro
device.
It helps the administrator in tfroubleshootin

Vulnerability Name The

is is only for information; there is no quick fix for it.
adding a static route

fig term

ip route 10.10.20.0 255.255.255.0 192.168.100.1

For adding a default route

ip route 0.0.0.0 0.0.0.0 38.167.29.1

PIX, ASA, FWSM (config) #no http server enable
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Solution :

This is for information only.

If the router's configuration register is not set to 0x2102,
record the current value, and use the

following commands to set it to the required value:
SecureRouter# configure terminal
secureRouter(config)# config-reg 0x2102
secureRouter(config)# exit

securerouter#reload



