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Oracle databases are precious ornaments for an organization as most of the inform

vulnerability found on specific audits performed. You can also review th
discovered. This report covers the maximum researched and checked i
aspects, ways and areas sensitive or unsafe and usually takes up by attac
review of the vulnerabilities explored.
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Vulnerability details and their solutions

Summary Information :

| Machine : 192.168.100.51

Selected Profile: Testing

[ Database: orcl

Selected Profile:

[ Risk Level Number of Vulnerabilities Percentage
High 1 2.38%
Informational 14 97.62%

Vulnerabilities on orcl
Vulnerabilities on 192.168.100.51

42
42

100.00%

| Machine : 192.168.100.55

[ Database: orcl

[ Risk Level Number of Vulnerak ]
High 1
Informational Y|
Vulnerabilities on orcl 42 100.00%
Vulnerabilities on  192.168.100.55 42

Total Vulnerabilities:

84
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Vulnerability details and their solutions

Machine 192.168.100.51
Risk Level High Selected Profile:
Vulnerability: Profile settings - Failed Login Attempts
[ Vulnerability’s Occurrence:: 1 Machine 192.168.100.51
Risk Level High Product Name Oracle
Versions  Oracle8 and later Test Type Name Audit

[ Vulnerability Information:
Category Name  Audit Policy

Overview: Found a profile with the FAILED_LOGIN_ATTEMP as unlimited value

( Vulnerability References:

References http://otn.oracle.com/pls/db92/print_hi _string=

Description
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Oracle Database provides a set of built-in password protections designed to protect your users' passwords.
One of the way is by profile setting through which database resources and parameters in use for password
management features

can be limited.

Make a new profile and do the appropriate settings in it and then assign it to your ne
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reated Users.
Filed_login_attempts is a feature that Setfs the maximum fimes a user try fo log in an i ing the

account.Avoid setting this parameter to UNLIMITED value.lt denotes that the account ca
with the ALTER ANY USER system privilege.

Lets fake an EXAMPLE:

Each user can create only two sessions.The session will be dropped by or

nothing).

Long running processes are not idleafter three unsuccessful at [ ( er 1 day the
account

will be unlocked automatically if it has been locked by fd i e after 30 days, and
there

will be 2 days grace period starting from the time the
password can

d beginning with the 30th day. The same

be reused again within 12 days.

create profile appl_profile limit
sessions_per_user

2

idle_fime -- minufes
failed_login_attempts

password_life_time 30
password_reuse_time 12
password_reuse_max unlimited
password_lock_time 1 --days

password_grace_timé
password_verify_functit

If a session exceeds one of inate the session.

Solution
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To fix this problem, specify a limit in a number for failed login attempts feature in the FAILED_LOGIN_ATTEMPTS
parameter.
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It is possible by using two ways:

1) Creating the profile using the CREATE PROFILE statement.

2) Executing the ALTER PROFILE statement later.

Alter profile and set parameter value by using following command
a. ALTER PROFILE [profile name] LIMIT FAILED_LOGIN_ATTEMPTS xx
A profile must be assigned to user after it is configured using command:
b. ALTER USER [username] PROFILE [profile name]

c. Alocked account can be unlocked by an account usingithe ALTER A

system privilege command:

ALTER USER [username] ACCOUNT UNLOCK

[Vulnerqbility Specifications: :

[PROFILE] = MONITORING_PROFILE
[RESOURCE_NAME] = FAILED_LOGIN_ATTEMPTS
[LIMIT] = UNLIMITED
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