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Vulnerability Comparison by machine with soluhons

[ Audit Performed: WinAudit(Oct 13 2011 6:07PM) Selected Profile: TestWindows ]

Machine : 192.1468.100.40

[ Risk Level : High

Vulnerability Name  Audit Policy: Audit Logon Events Failure

Vulnerability Description :

If you audit for logon events - every time that a user logs on or off a computer - an eventis g
log of the computer where the logon attempt occurs. Also, when a user connects to a remote s
is generated in the security log of the remote server. Logon events are cr n are
created or destroyed respectively. Logon events can be useful to track
to investigate attacks launched from a particular computer.

Solution :

For Windows XP:
1. Go to Start > Control Panel > Administrative Tools > Local Sec
2. In Local Policies select ‘Audit Policy’

3. In the right Pane double click ‘Audit account logon events’
4. A dialogue box will appear

5. Check the ‘Failure’ box and Click OK.

For Windows 2000/NT:
1. Go to 'Start > Settings > Control Panel > Administrative To

2. Double click on "Audit account logon events" and under the
3. Check the "Failure" box Click OK.

ocal Policies > Audit Policy'.
al policy setting,

For Windows Server 2003
1. Within the Group Policy Object Editor G

2. Double click on "Audit account logon even
3. Check the "Failure" box Click OK.

> Windows Settings > Local Policies > Audit Policy
se attempts"” local policy setting,

Vulnerability Name Denial of Service Attacks:

Vulnerability Description :

In a SYN flood attack, the atf
half-open connections open

overwhelmed and no longer is able to respond to legitimate
ection requests the system can refuse before TCP/IP initiates SYN flooding afttack

Solution :
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a.Go to 'Start | Run' and enter "Regedit".

b. From the Registry Editor navigate to the registry key
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters
c. Create new DWORD value,or modify the existing value, called "TCPMaxPortsExhausted" and seti

Note: Restart Windows for the change to take effect.

Disclaimer: Modifying the registry can cause serious problems that may require you to reins i em. We
cannot guarantee that problems resulting from modifications to the registry can be solved. Us i
own risk.

[ Audit Performed: WinAudit(Oct 13 2011  6:07PM) Selected Profile:

Machine : 192.1468.100.40

[ Risk Level : Medium

Vulnerability Name  Force UnLockLogon Not Enabled

Vulnerability Description :

ForceUnlockLogon controls whether a full login should be orkstationis u ked or a password is
used with the screen saver. Normally Windows does not chec account has been locked out first.
Without the ForceUnlockLogon enabled, the default unlocking 15 ionwill still accept a valid password and unlock
ForceUnlockLogon enabled, a successful
event in the Security event log. For
ockLogon forces a log on instead of

break-in by someone guessing or knowing your passw
added protection, enable the ForceUnlockLogon opti
relying on the hash of the password that is stored in the

Solution :
For WIN2K

Change The Force Loggoff Setting.

a. Go to 'Start | Settings | Control Panel | inistrative Tools | Local Security Policy | Local Policies | Security
Options .

b. Double click on the "Aut
the corresponding Security

c. Set the local policy set

on time expires (Local) " object in the right-hand details pane to open

lly logoff users whe
i ialog window.

For WINXP And Above

a. Go to
Options .

Panel | Administrative Tools | Local Security Policy | Local Policies | Security

setting

Vulnerability Name  Microsoft ork server: Digitally sign communications (if client agrees)

Vulnerability Description

This security setting determines whether the SMB server will negotiate SMB packet signing with clients that request
it.The server message block (SMB) protocol provides the basis for Microsoft file and print sharing and many other
networking operations, such as remote Windows administration. To prevent man-in-the-middle attacks that modify
SMB packets in transit, the SMB protocol supports the digital signing of SMB packets. This policy setting determines
whether the SMB server will negotiate SMB packet signing when an SMB client requests it.
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Solution :

a. Go to 'Start | Settings | Control Panel | Administrative Tools | Local Security Policy | Local Policies | Security Options'.
b. Double click on Security Option "Microsoft network server: Digitally sign communications (if client
c. Set the local security policy to Enabled.

Note: Restart Windows for the change to take effect.

Vulnerability Name  NetBIOS: Netbios DoS Name Spoofing Not Ignored

Vulnerability Description :

NetBIOS is a protocol used by computers to access each other over a network. When you use
Neighborhood you are making use of NetBIOS. The NetBIOS protocol is unauthenticated which
computer inherently trusts each other computer on the network. One co
another computer insisting that its name is not unique. In this situation th
to other computers on the network (or Internet). By setting this value to 'En
messages suggesting that its name is not unique.

Solution :

a.Go to 'Start | Run' and enter "Regedit".
b. From the Registry Editor navigate to the registry key, \Netbt\Parameters
c. Create new DWORD value,or modify the existing value, called : S "

Note: Restart Windows for the change to take effect.
Disclaimer: Modifying the registry can cause serious proble

cannot guarantee that problems resulting from modifications
own risk.

o reinstall your operating system. We
d. Use the information provided at your

Vulnerability Name  Registry: Allocate floppies.

Vulnerability Description :

By default, Windows allows any progra
highly secure environment, only the perso
allow remote users access to the floppy driv
interactive user and not be shared by other us
sensitive information to t
the floppy drive can be d

disks, possible leaving sensitive data exposed. Ina
should have access to the floppy drives, and not
floppy drive can be restricted (allocated) to an
programs on the system. This allows the interactive user to write
s seeing or modifying that data. When no one is logged on,

Solution :

cannot guar ng from modifications to the registry can be solved. Use the information provided at your
own risk.
Or

a. Go to 'Start | Settings | Control
b. Double click on Securit
c. Set the local policy se

el | Administrative Tools | Local Security Policy | Local Policies | Security Options'.
Devices: Restrict floppy access to locally logged-on users only".
g to Enabled.

[ Audit Performed: WinAudit(Oct 13 2011 4:07PM) Selected Profile: TestWindows
Machine : 192.168.100.40
[ Risk Level : Low ]
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Vulnerability Name  Audit Policy: Audit privilege use Failure

Vulnerability Description :

er rights are granted fo a
ck users who have gained

The audit log "use of user rights"is not tracking Failure. Priviiege auditing records when an
user or process. These events appear in the Security Log. Without audit logs, you cann
unauthorized access. Auditing will enable detection if a potential intruder is launchin
determines whether to audit each instance of a user exercising a user right. Failure
when the exercise of a user right fails. Default: Audits are not generated for use of the f
success audits or failure audits are specified for "Audit privilege use".

*Bypass traverse checking
*Debug programs

*Create a tfoken object
*Replace process level token
*Generate security audits
*Back up files and directories
*Restore files and directories

Solution :

a. Go to 'Start | Settings | Control Panel | Administrative Tools |
b. Double click on "Audit privilege use" and under the "Audit these
c. Check the "Failure" box Click OK.
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