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Windows based machines are the weakest link in the enterprise security chain and y takes care of
every aspect of security. A security scan was performed on Windows based machine/s
give you a complete picture of the security pasture and designed fo show a wide ranging
discovered in this audit. This report covers the maximum researched and checked informati
including the aspect, ways and areas sensitive or unsafe which is usually adapted by aftackers. |
take a thorough review of the vulnerabilifies discovered.
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Vulnerability details and their solutions

Summary Information :

[ Machine : 192.168.100.40 Selected Profile: TestWindows

[ Risk Level Number of Vulnerabilities Percentage ]
High 2 28.57%
Medium 4 57.14%
Low 1 14.29%
Vulnerabilities on 192.168.100.40 7 100.00%
Total Vulnerabilities: 7 100.00%

Licensed To : Support Company Name : Secure Bytes



Sﬁﬁi‘{é‘ﬁ

Vulnerability details and their solutions

Machine 192.168.100.40
Risk Level High Selected Profile:
Vulnerability: Audit Policy: Audit Logon Events Failure
[ Vulnerability’s Occurrence:: 1 Machine 192.168.100.40
Risk Level High Product Name Windows

Versions  Windows 2000 or Above Test Type Name Audit

( Vulnerability Information:

Category Name  Audit Policy

Overview: The purpose of auditing is to record certain type o

s fo a log, for system inistrafors to
rewew and detect unauthorized ochw’ry Audit Iogs i

[ Vulnerability References:

References http://technet2.microsoft.com/window ¢ /e104c96f-e243-41c5-aaea-d046555a079d 1
033.mspxemfr=true
BREAK http://www .rippletech.c

Description

If you audit for logon events - every time that a user lo " event is generated in the security
log of the computer where the logon attempt occurs. Al onnects to a remote server, alogon event is
generatfed in the security log of the remote server. Logon when the logon session and token are
created or destroyed respectively. Logon events can be mpfts to logon interactively at servers or to

investigate aftacks launched from icular computer.

Solution

For Windows XP:
1. Go to Start > Control Panel > Administrati
2.In Local Policies select ‘Audit Policy’

3.In the right Pane dou ick ‘Audit account |
4. A dialogue box will ap
5. Check the 'Failure’ box

ols > Local Security Policy > Local Policies

events’

For Windows 2000/NT:

1.Go to i | anel > Administrative Tools > Local Security Policy > Local Policies > Audit Policy'.
2. Doub i i ogon events" and under the "Audit these attempts" local policy setting,

1. Within the
Policy

2. Double click on "Audit occo
3. Check the "Failure"

ditor Go to Computer Configuration > Windows Settings > Local Policies > Audit

logon events" and under the "Audit these attempts” local policy setting,

[Vulnerqbility Specifications: :

[ObjectName] = AuditCategoryLogon
[Failure] =
[NoAuditing] = 1

ALl als Al sl
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Vulnerability details and their solutions

Vulnerability: Denial of Service Attacks: TCPMaxPorisExhausted
[ Vulnerability’s Occurrence:: 1 Machine 192.168.100.40
Risk Level High Product Name Windows ndor Microsoft

Versions  Windows 2000 or Above Test Type Name Audit

[ Vulnerability Information:

Category Name Denial of Services

Overview: Denial of Service attacks are difficult to defend against. One approach | TCP/IP
stack on a Windows 2000 server or workstation to e TCP/IP
stack is configured to handle normal traffic and to ditions. If a

Windows 2000 server or workstation is going to be exp stack should
be reconfigured to handle the various TCP/IP g hausted registry
entry defines the number of dropped SYN re > i ainst SYN attacks
starts to operate.

( Vulnerability References:

References http://msdn2.microsoft.com/en-us/libra

Description

In a SYN flood attack, the attacker sends a continuo to aserver, and the server leaves the
half-open connections open until it is overwhelmed a O er is able oond to legitimate requests.Determines
how many connection requests the system can refuse before initiate looding attack protection. The

ection ports runs out. This entry is used only
er, that is, e of the SynAttackProtect entry is 1 and
try is at least™2).This entry establishes one of three

ack flooding protection feature. Because SYN flooding
elevated number connection refusals and a depleted

> of opée

system must refuse all connection requests when its rese
when SYN flooding attack protection is enabled on this se
the value of the TcpMaxConnectResponseRetransmissions
configurable thresholds that, if exce€ded,trigger TCP's SYN
often consumes all reserved connectic interprets
port reserve as a symptom of SYN floodi

Solution

a.Go to 'Start | Rumigand enter "Regedit™
b. From the Registry E vigate to the istry key

HKEY_LOCAL_MACHINE\! ontrolSet\ ices\Tcpip\Parameters

c. Create new DWORD value alue, called "TCPMaxPortsExhausted" and set it 5.

Note: Restart Windows for t ge to take effect.

an cause serious problems that may require you to reinstall your operating system.
ns resulting from modifications to the registry can be solved. Use the information

DisclaimerModifying the regist
We canhot guarantee that prob
provided at your own risk

Vulnerc ificationst,

HKLM\System\CurrentControlSef\Services\Tcpip\Parameters\TCPMaxPortsExhausted (Key does not exists)

Al als s Ale Als als
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Vulnerability details and their solutions

Risk Level Medium Selected Profile: TestWindows

Vulnerability: Force UnLockLogon Not Enabled

[ Vulnerability’s Occurrence:: 1 Machine 192.168.100.40

Risk Level Medium Product Name Windows

Versions  Windows 2000 or Above Test Type Name Audit

[ Vulnerability Information:

Category Name  Accounts

Overview: When a user logs on fo a computer, the Winlogon i sword for
future unlock attempts. When the user aftempts o opy of the

also unsuccessful.

( Vulnerability References:

References http://support.microsoft.com/default.aspx? Ojen-us; Q188700

Description

ForceUnlockLogon controls whether a full login should orkstation is unlocked or a password is
used with the screen saver. Normally Windows does no nt has been locked out first. Without
the ForceUnlockLogon enabled, the default unlocking behavior cepfavalid password and unlock the

lockLogon enabled, a successful
noft register an event in the Security event log. For added
ForceUnlockLogon forces a log on instead of relying on

screen saver, despite the account being locked out. Also
break-in by someone guessing or knowing your password

the hash of the password that is store

Solution
For WIN2K

Change The Force Loggoff.Se

a.Go to 'Start |
Security Options .

inistrative Tools | Local Security Policy | Local Policies |

Ally logoff users when logon fime expires (Local) " object in the right-hand details
Security Policy Setting dialog window.

Change
I

a.Go to 'Start | Seftings ontrol Panel | Administrative Tools | Local Security Policy | Local Policies |
Security Options .
b. Double click on the Security: Force logoff when logon time expires" object in the right-hand details pane to
open the corresponding Security Policy Setting dialog window.

c.Set the local policy setting to Enabled.

[Vulnerqbility Specifications: :

HKLM\Software\Microsoff\Windows NT\CurrentVersion\Winlogon\ForceUnlockLogon =0

ALl als Al
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Vulnerability details and their solutions

Vulnerability: Microsoft network server: Digitally sign communications (if client agrees)
[ Vulnerability’s Occurrence:: 1 Machine 192.168.100.40 ]
Risk Level Medium Product Name  Windows ndor  Microsoft

Versions  Windows 2000 or Above Test Type Name Audit

[ Vulnerability Information:
Category Name Encryption

Overview: Determines if the SMB server performs SMB packet signing.

( Vulnerability References:

References http://technet2.microsoft.com/WindowsServer/en
033.mspx

e709-0583-4367-86i8-ee7edaf8d2f61

Description

This security setfing determines whether the SMB server wil igning ents that request it.The
server message block (SMB) protocol provides the basis fé many ofther networking

operations, such as remote Windows administration. To pre -middle attacks that modify SMB packets in
transit, the SMB protocol supports the digital signingof SMB pa policy setting determines whether the SMB

Solution

a. Go to 'Start | Settings | Control Panel | Administrati
Options'.

b. Double click on Security Option "Microsoft network server: Digi munications (if client agrees)".
c. Set the local security policy to Enabled.

Note: Restart Windows for the ch take effect.

[Vulnerqbility Specifications: :

HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\EnableSecuritySignature = 0

YR L alal
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Vulnerability details and their solutions

Vulnerability: NetBIOS: Netbios DoS Name Spoofing Not Ignored
[ Vulnerability’s Occurrence:: 1 Machine 192.168.100.40
Risk Level Medium Product Name Windows ndor Microsoft

Versions  Windows 2000 or Above Test Type Name Audit

[ Vulnerability Information:

Category Name Denial of Services

Overview: This vulnerability results because the NetBIOS over TCP/IP (NBT) protocols spe i 01 and

protocols are correctly implemented in Windows N n, they are
vulnerable to misuse and spoofing. This could allow hine on a network fo spoof a WINS
server and send a name conflict or name rel hereby causing
the machine fo abandon its name and be i

( Vulnerability References:

References http://support.microsoft.com/default.asg

Description

NetBIOS is a protocol used by computers to access e
you are making use of NetBIOS. The NetBIOS protocol i
trusts each other computer on the network. One comp
that its name is not unique. In this situation the target co
network (or Internet). By setting this value to 'Enabled’ the
is not unique.

sage tfo another computer insisting
unavailable to other computers on the
nores messages suggesting that its name

Solution

a.Go to ‘Start | Run' and enter "R
b. From the Registry Editor navigate to

oblems that may require you to reinstall your operating system.

Disclaimer: Modifying the regist )
resulting from modifications to the registry can be solved. Use the information

We cannot guarantee that p

es\Netbt\Parameters\NoNameReleaseOnDemand (Key does not exists)

Ale Als als
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Vulnerability details and their solutions
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Vulnerability: Registry: Allocate floppies.
[Vulnerqbilify's Occurrence:: 1 Machine 192.168.100.40
Risk Level Medium Product Name Windows ndor Microsoft

Versions  Windows 2000 or Above Test Type Name Audit

[ Vulnerability Information:
Category Name Floppy Access

Overview: A Windows NT system does not restrict access to  floppy disk drive.This polic
Floppy is accessible to both local and remote users g
only the interactively logged — on user to access re
and no one is logged on interactively, the Floppy drive

[taneously. If this policy
e Floppy media.
= accessed over the network

ether a
, it allows

If this is enabled

( Vulnerability References:

References http://www.microsoft.com/technet/pre

true
Description
By default, Windows allows any program to access possible leaving sensitive data exposed. Ina
highly secure environment, only the person interacti C have access to the floppy drives, and not
allow remote users access to the floppy drive at the sam : e can be restricted (allocated) to an
interactive user and not be shared by other users or pra ‘ is allows the interactive user to write
sensitive information to the floppy drives without others i ) ifying that data. When no one is logged on, the

floppy drive can be accessed over the network.

Solution
a.Go to ‘Start | Run' and ente

b. From the Registry Editor navigafe HKLM\SOFTW ARE\Microsoft\Windows

NT\CurrentVersion\Winlogon

Disclaimer: Modifying the ¢ i ) ems that may require you to reinstall your operating system.
We cannot guarantee tha S edifications to the registry can be solved. Use the information

provided af your own risk.

HKLM\Software\Microsoff\Windows NT\CurrentVersion\Winlogon\ AllocateFloppies = 0

Al als s
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Vulnerability details and their solutions

Risk Level Low Selected Profile:  TestWindows
Vulnerability: Audit Policy: Audit privilege use Failure

[ Vulnerability’s Occurrence:: 1 Machine 192.168.100.40
Risk Level Low Product Name Windows

Versions  Windows 2000 or Above Test Type Name Audit

[ Vulnerability Information:

Category Name  Audit Policy

Overview: Determines whether to audit each instance of a useg
setting, you can specify whether to audit successes, G
Failure audits generate an audit entry when the ex

ercising a user right. If yo this policy

( Vulnerability References:

References http://technet2.microsoft.com/windowss

33.mspxemfr=true

Description

The audit log "use of user rights" is not fracking Failur
user or process. These events appear in the Security
unauthorized access. Auditing will enable detection
determines whether to audit each instance of a user
when the exercise of a user right fails. Default: Audits ar
success audits or failure audits are specified for "Audit p
*Bypass traverse checking
*Debug programs

*Create a token object
*Replace process level token
*Generate security audits
*Back up files and directories
eRestore files and directories

=cords when any user rights are granted to a
9gs, you cannoft frack users who have gained
. launching an aftack.This security setfing
ilure audits generate an audit entry
the following user rights, even if

Solution
a. Go to 'Start | Settings

Tools | Local Security Policy | Local Policies | Audit Policy'.
dit these attempts" local policy setting,

Als Als als
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